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Executive
Summary

Filipino consumers are 27.90 times more likely to

encounter a cyber threat when using piracy sites:
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Filipino consumers who access piracy sites and services are at severe
risk of cyber threats from a range of criminal groups operating in an
increasingly complex and challenging geopolitical environment. The
Philippines, with its rapidly growing internet penetration and thriving
digital economy, has become an attractive target for cybercriminals

who exploit digital piracy to spread malware, viruses, and other cyber
threats. These piracy sites, often disguised as legitimate platforms,
harbor concealed malware that poses a significant threat to consumers.
By visiting these sites, Filipinos inadvertently expose themselves to risks
such as personal information theft, ransomware attacks, and sextortion.

Key Findings

33X

Filipinos have up to a 33.00 times greater
chance of encountering a cyber threat on
the most popular piracy sites compared
to legal film/TV websites.

Some piracy sites have up to 15

unique cyber threats on a single site,
including malware and phishing.

Zero

Zero day cyber attacks mean rapid
action through site blocking of piracy
sites is essential to reduce the cyber

risk of Filipino consumers.

The aim of this study was to quantify the
cyber risks faced by Filipino consumers
who engage with digital piracy websites,
including fraudulent sites, illegal streaming
services, proxy sites, P2P sites, or IPTV
platforms. The findings reveal an alarming
set of cyber risks: when compared to a
set of control sites comprising the most
popular 30 legal film/TV sites in the
Philippines, the relative risk was 33.00
times greater for P2P sites, 32.00 times
greater for streaming sites, 30.00 times
greater for fraudulent sites, 16.00 times
greater for IPTV sites, and 28.50 times
greater for proxy sites. In practical terms,
this means that Filipino consumers are
27.90 times more likely to encounter

a cyber threat when using piracy sites
compared to mainstream websites, on
average; an extraordinary result that
underscores the gravity of the situation.

To mitigate the elevated cyber risks, this
report recommends the following actions:

Enact proportionate and transparent

site blocking laws that will target

piracy sites and services:

Blocking access to these sites could
significantly reduce exposure to cyber threats,
especially given that many piracy sites popular
in the Philippines are hosted outside the
country. However, this measure can only be
implemented once House Bill 7600, and Senate
Bills 2150, 2385, 2645, and 2651 are enacted
into law, ensuring the proposed administrative
process is carried out transparently and

with due regard to consumer rights.

Increase funding for Filipino

law enforcement to enhance digital
forensics and incident response capabilities:
Given the heightened cyber threats linked

to digital piracy, it is crucial to bolster the
capabilities of Filipino law enforcement in
digital forensics and incident response,
ensuring they are equipped to handle the
evolving cyber threat landscape, as described
in the National Cybersecurity Plan 2022.

3. Develop a national awareness
and education campaign:
There is an urgent need for a comprehensive
national campaign in the Philippines to
educate consumers about the cyber risks
associated with using piracy sites or
services, emphasizing safe online practices
and promoting legal alternatives.

These recommendations offer a sensible and
proportional response to a serious threat to
consumer safety in the Philippines, particularly in
an era where data breaches and large-scale identity
theft are increasingly common on a global scale.
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Introduction

Introduction

What is digital piracy?

How widespread is digital

piracy in the Philippines?

What are the social and economic
consequences of digital piracy?
What are the consumer

risks of digital piracy?

What is the consumer
threat model for piracy?

%

An evolving threat model
for digital piracy.

What is the financial situation
of consumers in the Philippines?

Why are Filipino consumers
attractive targets for
cyber threats?

What are the protective factors
in terms of cyber policy
and regulatory responses?
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Introduction

Digital piracy in the Philippines has far-reaching
repercussions, particularly in the realm of
cybersecurity. Filipino consumers are increasingly
turning to illegal streaming platforms, torrent
sites’, and other forms of digital piracy — a Media
Partners Asia study found that the Philippines
was second only to Indonesia in the number

of consumers who visit piracy sites, with rates
increasing to 70% according to YouGov data?.

While doing so may seem to provide free or
lower cost access to entertainment, consumers
unwittingly expose themselves to a host of
cyber threats. These platforms are designed to
deliver malware, viruses, and other malicious
software designed to compromise user security.

The consequences of engaging with such platforms
are severe, including personal data theft, financial
loss, and the potential hijacking of personal
devices. In a country where digital infrastructure

is rapidly evolving — such as the $288m national
broadband program?® - the cybersecurity risks
associated with digital piracy represent a significant
and growing threat to consumer safety.

The study involves an in-depth examination

of consumer risk, identification of existing
vulnerabilities, and a comprehensive assessment
of these risks. Understanding these factors is
crucial for developing effective risk mitigation
strategies, including regulatory reforms, resource
allocation for law enforcement, and consumer
education initiatives. Through an empirical
approach, the research seeks to provide
scientific insights into the central question:

what is the cyber risk for consumers in the
Philippines who visit piracy sites, and how does
risk quantification inform a policy response?

Consumer Risk from Piracy in the Philippines
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What is digital piracy?

Digital piracy refers to the unauthorized use, reproduction, distribution,
or downloading of copyrighted materials such as movies, music,
software, or books without the permission of the rightful owner*.

This illegal activity often occurs through various platforms, including
torrent sites, illegal streaming services, and file-sharing networks.

5. Rogue Websites and Fraudulent Sites:
These websites mimic legitimate platforms
but are set up specifically to distribute
pirated content, often bundling it with
malware or other malicious software. Users
may inadvertently access these sites through
deceptive ads or links.

These sources contribute to the widespread
availability of pirated content, complicating efforts
to enforce copyright laws and protect intellectual
property rights®.

Digital piracy undermines the intellectual property
rights of creators and companies, leading to
significant financial losses in industries like
entertainment and software®. Beyond the economic
impact, digital piracy is frequently linked to
cybersecurity risks, as many piracy websites

and files are laced with malware, exposing users

to potential cyber threats such as identity theft,
ransomware, and data breaches®. Despite efforts
to combat it, digital piracy remains a widespread
issue, fueled by the growing demand for free access
to digital content’.

The main sources of digital piracy content include®:

1. P2P Sites: Platforms like The Pirate Bay
and other BitTorrent websites are popular
for sharing and downloading links to pirated
content, including movies, music, software,
and games. Users upload and download files
through a peer-to-peer (P2P) network, which
facilitates the distribution of copyrighted
material without authorization, relying on
either centralized trackers or magnet links
to identify the location of content.

10

2.

lllegal Streaming Sites: Websites that stream
movies, TV shows, sports events, and other
video content without proper licensing are

a major source of digital piracy. These platforms
often resembile legitimate streaming services
but operate illegally, providing free access to
copyrighted content.

IPTV Piracy Services: Some Internet Protocol
Television (IPTV) services offer unauthorized
access to live television channels, pay-per-view
events, and on-demand content. These services
often charge a subscription fee but operate
without the necessary rights or licenses,

making them a source of pirated content.

Proxy Sites: Proxy sites play a significant
role in digital piracy by allowing users to
access pirated content while bypassing
restrictions and anonymity. These sites

act as intermediaries, masking the user’s
IP address and enabling access to blocked
or restricted websites, including those
hosting pirated content.

Introduction

Digital piracy - through avenues like torrent sites,

illegal streaming services, file-sharing networks, and

rogue websites - significantly undermines content
creators’ rights by depriving them of revenue and
diminishing the value of their intellectual property™.

These platforms facilitate the unauthorized
distribution of copyrighted material, leading to
substantial financial losses in industries such
as entertainment, software, and publishing.
For distributors, the legal consequences are
severe, including potential fines, civil lawsuits,
and imprisonment under copyright laws.

However, the widespread availability of pirated
content further complicates efforts to protect
creators’ rights and uphold intellectual property
laws. The impact of digital piracy on consumers
can be severe - pirated content often comes
bundled with hidden malware, which can infect
users’ devices when they download or stream
from illegal sites!".

Consumer Risk from Piracy in the Philippines

This malware can lead to a range of issues,
including unauthorized access to personal files,
and annoying, hard-to-remove pop-ups that
deliver more malware'?. More critically, consumers
may fall victim to identity theft if the malware
captures sensitive information such as passwords,
credit card numbers, or personal identification
details. These credentials are often bundled

and sold on the wholesale black market's.

Additionally, some pirated content is used
as a gateway for more sophisticated cyber
attacks, like ransomware'4, which can lock
users out of their devices until a ransom

is paid. Engaging with pirated content
thus exposes consumers to a high risk

of financial loss, privacy violations, and
long-term damage to their digital security.

%
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How widespread
Is digital piracy
in the Philippines?

According to the Philippine Institute for
Development Studies (PIDS), digital literacy is
lowest amongst 10-14 year olds, and those 65 years
and above'®. Sitting alongside this are some of the
highest social media penetration rates, but only

30 percent of the population have digital skills®.

A recent YouGov survey indicated that 70 percent
of the population had consumed pirated content
through a streaming platform'”. With the further
expansion of broadband, the country has a large
and growing internet user base, with many Filipinos
accessing pirated movies, music, software, and TV
shows via torrent sites, illegal streaming platforms,
and social media channels.

of the population
have digital skills.

Enforcement of copyright laws in the country

has been challenging, with limited resources for
cracking down on piracy and low public awareness
of the legal and cybersecurity risks associated with
it. On the other hand, some 7.1 percent of GDP
depends on the creative industries; there is a clear
economic necessity to do more’®.

Pirated content is easily accessible, often shared
through social media and messaging apps, making
it difficult to regulate and control. This has made
the Philippines one of the hotspots for digital
piracy in the region, with significant implications
for the entertainment industry, software companies,
cybersecurity within the country, and digital trade
within the region’®.

12 Introduction
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Digital piracy has wide-ranging social and economic
consequences, as described in the following sections.
SOCIAL CONSEQUENCES

What are the social
and economic
consequences

of digital piracy?

Digital piracy erodes the cultural value of creative
works by diminishing their perceived worth, which
can lead to reduced investment in new and diverse
content. It negatively impacts artists and creators
by depriving them of potential income, which in turn
can stifle creativity and discourage emerging talent.
These are clear social harms, and the extent of the
harm is measurable®. Additionally, as piracy affects
the profitability of content producers, it may result
in less availability of legal content, particularly in
regions where piracy is prevalent?!.

Digital piracy can undermine cultural diversity
by prioritizing mainstream content and limiting
the exposure of diverse cultural expressions.
Financial losses from piracy can hinder the
production and distribution of niche or culturally
diverse content, as creators may struggle
economically and investors may shy away

from funding less commercially safe projects.

As a result, piracy can reduce the variety of cultural
perspectives available and diminish the richness
of cultural representation in the media®.

In the Philippines, digital piracy has specific
implications for cultural diversity. The widespread
availability of pirated content can overshadow
local and indigenous media, making it harder for
Filipino creators and diverse cultural expressions
to gain visibility and financial support. This can
stifle the growth of the local entertainment industry
and limit the representation of Filipino culture in
global media. Additionally, the financial strain on
local creators and producers from piracy can lead
to a preference for mainstream, commercially
safe content over innovative or culturally diverse
projects. As a result, piracy can contribute to

a homogenization of media and diminish the

rich tapestry of Filipino cultural diversity.

14 Introduction

Consumer Risk from Piracy in the Philippines

%

15



%

Section | 00,

02,

03,

04,

05, 06

ECONOMIC CONSEQUENCES

Digital piracy has significant economic
consequences, particularly impacting industries
such as film, music, and software that rely heavily
on intellectual property to generate revenue.

The most immediate effect is revenue loss,

as pirated content reduces the potential earnings
from legitimate sales and subscriptions. This loss

in revenue can be substantial, affecting total
profitability and financial stability of these industries.
To combat piracy, companies often incur additional
costs related to legal actions, enforcement of digital
rights management (DRM), and the development

of anti-piracy technologies, which can further strain
their budgets?®. These financial pressures can lead
to job losses, as companies may need to reduce
staff or cut back on investments in production

and innovation. Moreover, the reduced profitability
can discourage investment in new projects,
particularly in sectors where piracy is most rampant.
Thus, digital piracy not only diminishes the income
of content creators and distributors but also has a
ripple effect that can negatively impact employment
and innovation within the affected industries.

To protect digital assets from piracy, businesses
often face significant financial and operational
challenges. Implementing robust anti-piracy
measures involves substantial investment in security
technologies, such as digital rights management
(DRM) systems, encryption, and watermarking
tools — in recent years, even the blockchain has
been suggested®. These technologies are designed
to prevent unauthorized access and distribution

of digital content, but they require ongoing
maintenance and updates to remain effective

and can be very costly.

16
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These costs may then trigger a rise in

prices, leading to consumer dissatisfaction.
Additionally, businesses may need to invest in
specialized personnel to manage and monitor
these systems, conduct regular audits, and respond
to potential breaches. The costs associated with
these measures can be particularly burdensome for
smaller enterprises, potentially diverting funds from
other critical areas such as supporting emerging
artists. Furthermore, maintaining an effective
anti-piracy strategy often requires continuous
adaptation to counter new piracy tactics, adding

to the long-term financial strain. Thus, while
protecting digital assets from piracy is essential

for safeguarding revenue and intellectual property,
the associated costs and resource allocation are
significant challenges for the creative economy.

In addition to direct losses in the content-producing
industries, ancillary industries that support film and
television production also feel the economic strain
of digital piracy. These industries—such as set
construction, catering, location scouting, equipment
rental, and post-production services—rely on
healthy, ongoing production schedules that can be
curtailed when studios or production houses face
financial challenges due to piracy. When film and

TV projects suffer from reduced budgets caused

by piracy-related revenue losses, they cut back on
these essential services. As a result, jobs are lost
not only in the primary creative industries but across
a broader ecosystem of businesses and workers
that contribute to production. This ripple effect
extends the economic damage of piracy far beyond
the studios themselves, weakening local economies
and stifling innovation in industries that depend on
a thriving film and television sector.

%
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What are the
consumer risks
of digital piracy?

Digital piracy presents several risks to consumers that can significantly
impact their digital experiences and personal security. One major

risk is exposure to malware, as pirated content is often distributed

by cybercriminals, increasing the likelihood of downloading malicious
software such as viruses or ransomware that can damage devices and

compromise personal information.

In a study funded by the NSA?, doubling the time
spent on a piracy site led to a 20 percent increase in
exposure to malware, excluding adware. The study
also found that users of piracy sites were less

likely to use anti-virus software; if a user then
connected a compromised device to a corporate
network, say through a VPN, the consequences
could be significant for their employer?®.

Additionally, pirated content like “cams” may
suffer from poor quality and reliability, leading

to substandard viewing or usage experiences.
Consumers may also face privacy concerns, as
sites offering pirated content can exploit personal
information for malicious purposes, including
identity theft or unauthorized data collection.

This is not a hypothetical risk — the recent
exposure of the details of 10 million users of
a z-library copycat site illustrates the dangers?.

While accessing pirated content might seem
appealing for its cost savings, the associated

risks can lead to significant negative consequences
for consumers in terms of security, quality, and
ethical implications. Organized crime plays

a significant role in digital piracy, often operating
sophisticated networks that facilitate the
distribution of pirated content?® - a phenomenon
known as criminal convergence®.

Such criminal organizations exploit piracy,
money laundering, drug trafficking, and human
trafficking to generate substantial illicit profits.

They may use piracy as a cover for more serious
crimes, as the distribution of pirated content
often involves complex, clandestine networks
that can obscure other illicit activities, such

as distributing child exploitation material®.

Furthermore, the financial gains from piracy
can fund further criminal enterprises and
violence, perpetuating a cycle of crime.

The involvement of organized crime in digital
piracy not only exacerbates the economic and
social impact of piracy but also poses serious
threats to law enforcement and public safety,
complicating efforts to combat both piracy and
the broader criminal activities associated with it.

18
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What is the
consumer threat
model for piracy?

A consumer threat model aims to identify and evaluate potential
cybersecurity risks by analyzing likely methods attackers might use
in a given scenario. The rise of various piracy services has changed
and heightened the risk landscape for individuals, their workplaces,
and government entities.

Threat models typically comprise
(a) a description of the various threat actors
(b) an analysis of attack vectors
(c) an impact analysis
(d) mitigation strategies®’

Threat actors involved in digital piracy-related
cybersecurity threats include cybercriminals
who exploit vulnerabilities in piracy platforms
for financial gain or malicious activities,

such as spreading malware or stealing data.
Hacktivists may target these platforms to
support or disrupt access to pirated content
for ideological reasons. State-sponsored actors
may engage in cyber espionage, often for
intelligence gathering or political objectives.

Additionally, inexperienced hackers, often referred
to as “script kiddies,” may exploit these platforms
using pre-made tools, contributing to the overall
threat landscape. Out of these alternatives, previous
research has indicated a strong link between
organized crime and digital piracy®.

Some of the main attack vectors are further
described in the following sections.

ILLICIT STREAMING SERVICES

Unauthorized streaming provides instant access
to content without requiring full file downloads,
typically through subscription or advertisement-
supported models, noting that advertising can
also be used to deliver malware®. These illicit
platforms often feature live channels for movies,
TV shows, and sports events, sometimes
including on-demand video options. Users may
pay a single fee to access multiple premium
services, but the original content creators and
rights holders do not receive this revenue.

These illegal streaming services frequently rely
on advertising income, potentially exposing
viewers to harmful advertisements or pop-ups
that may contain malicious software or deceptive
links. Some platforms falsely advertise free
access to premium content, deceiving users

into providing personal or financial information
for purported subscriptions, which can lead

to fraudulent activities and identity theft34.

P2P (PEER-TO-PEER) NETWORKS

Peer-to-peer (P2P) networks enable direct file
sharing between users, creating a decentralized
system for content exchange. This allows
individuals to both upload and download

files directly from other participants’ devices.
However, these networks can sometimes
harbor security risks. Shared files may contain
concealed malicious software, potentially
compromising users’ devices and exposing
personal information. Additionally, these
networks may facilitate the spread of deceptive
or harmful advertising, as shown in Figure 1.

20 Introduction

Figure 1 - Traditional Piracy Threat Model
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Figure 2 - Threat Model — IPTV Subscription Services
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Proxy services are often used in digital
piracy to bypass geographical restrictions,
enabling users to access content that
would otherwise be blocked in their

region — typically as a result of judicial

or regulatory site blocking. By routing
internet traffic through these proxy servers,
users can mask their real IP addresses,
making it difficult for authorities to trace
their online activities, and facilitating the
bypass of website blocking. These proxies
can be free or paid, with some specifically
marketed for accessing illegal streaming
sites, P2P networks, or other pirated
content. However, using these services
exposes users to significant risks, as many
proxy sites may inject malware, track user
activity, or operate as scams to harvest
personal data®. Additionally, they might
downgrade secure connections, leading to

potential data interception and identity theft.

22
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IPTV Subscription Piracy Services®® offer access

to a range of content, including live channels for
films, TV shows, and sports events, often alongside
video-on-demand options. Video on Demand
(VOD) features are often included in these illicit
IPTV packages, allowing users to access a library
of movies and TV shows at their convenience.

This on-demand content complements the live
streaming options, providing a more comprehensive
entertainment package that mimics legitimate
streaming services, but without proper licensing or
compensation to content creators and rightsholders.
Users typically pay a single fee for access to
multiple premium services, but this revenue doesn’t
reach the legitimate content owners. These illicit
services usually require payment, putting users

at risk of financial loss. Subscribers may need to
provide sensitive financial information, potentially
exposing themselves to payment fraud or
unauthorized access to their accounts.

A recent study by the Digital Citizens
Alliance® highlighted these risks. The threat
model is summarized in Figure 2.

Consumer Risk from Piracy in the Philippines

Fraudulent piracy websites masquerade as
piracy platforms to swindle users. These sites
often mimic the layout, advertising style, and
even domain names of popular unauthorized
content sharing platforms. However, users soon
discover they cannot access the promised
pirated content, as the true intention is to steal
personal information or financial details®.

These fraudulent sites do not actually host

any content. Instead, they may lure users

into purchasing expensive subscriptions after
obtaining credit card information. Some trick
users into divulging personal data, potentially
leading to identity theft or phishing attacks where
cybercriminals exploit the collected information.

Users may be duped into paying for access

to non-existent content or services, resulting

in financial losses without receiving the
advertised material. The end goal of these

sites is often to acquire sensitive data or money
through deception, rather than to provide

any actual content, pirated or otherwise.

%
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threat model for
digital piracy

The digital landscape’s evolution, driven by technological
advancements and changing user behaviors, necessitates
a sophisticated understanding of new risks.

lllicit content often serves as a vector for malware
distribution, potentially compromising users’
devices and personal data. Malware techniques
are becoming increasingly complex, with
methods like polymorphic malware challenging
traditional security measures. Users may fall

prey to fraudulent subscription services, losing
money, or exposing financial information to
illegitimate platforms. Scammers are adopting
more sophisticated tactics, closely mimicking
legitimate services, making it challenging for
users to discern authentic from fraudulent offerings.

Unauthorized streaming services have been known

to mishandle user data, leading to privacy violations.

With more advanced tracking technologies
emerging, the scope of potential privacy breaches
has expanded, potentially involving more

detailed user profiling and data exploitation.

24

The unlawful distribution of copyrighted
content can have broader economic impacts,
but also specific risks for consumers.

Across illicit services, users providing personal
information risk privacy breaches, with data
potentially being collected and misused without
consent. Unauthorized platforms and fraudulent
sites may also be involved in data breaches,
exposing sensitive information like financial
details and passwords to potential exploitation.

Introduction

Consumer Risk from Piracy in the Philippines
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financial situation
of consumers
in the Philippines?

The Philippine economy has been on a steady growth trajectory, largely
driven by robust domestic demand, and a thriving services sector,
particularly in Business Process Outsourcing (BPO). However, the
economy has also faced periods of fluctuating inflation, which has at
times impacted the purchasing power of consumers. When inflation
rates rise, the costs of basic goods and services increase, leading to
financial strain on households that already operate on tight budgets.

26

Income levels in the Philippines vary significantly,
between metropolitan and regional areas,
sometimes not meeting the true cost of living,
which exacerbates financial pressures on
lower-income households. Many families receive
some level of support from extended family living
overseas, or from their communities, being strongly
rooted in mutual support and assistance concepts
such as bayanihan, utang na loob and kapitbahay.

Debt plays a substantial role in the financial lives
of many Filipinos, who often resort to personal
loans, credit card debt, and informal lending
practices, to meet their needs. Offsetting this
has been a 5.6 percent year-on-year gain in
GDP, driven by a strong services industry®.

Introduction

Financial inclusion has been improving in the
Philippines, with advancements in mobile banking
and fintech solutions making financial services
more accessible, especially in rural areas.
However, a significant portion of the population
remains unbanked or underbanked, limiting their
access to credit and formal financial services.
This challenge is particularly acute for those
without formal employment or sufficient collateral.

In terms of consumer behavior, Filipinos

typically prioritize spending on essentials like
food, housing, and education. Discretionary
spending is more common among middle to
upper-income groups, who have greater financial
flexibility. The COVID-19 pandemic has further
influenced consumer habits, leading many to
adopt a more cautious approach, focusing on
saving and minimizing unnecessary expenses.

Consumer Risk from Piracy in the Philippines

Optimism appears to be high across households*.

Despite these improvements, challenges persist.
The rising cost of living, especially in urban
areas, continues to put pressure on household
finances. Additionally, the informal economy
remains a significant part of the Philippine labor
market, where workers may lack access to social
security benefits and health insurance, further
contributing to their financial vulnerability.

In summary, it is easy to understand why
some Filipino consumers may be lured by the
promise of “free” or cheaper digital content
being offered by piracy services but may be
unaware of the cybersecurity risks involved.

%
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Why are

Filipino consumers
attractive targets
for cyber threats?

Filipino consumers are particularly
attractive targets for cyber threats
linked to digital piracy sites due
to several factors. First, while
discretionary spending remains
high*, the economic challenges

in some households make the

lure of free or low-cost access

to premium content through
piracy sites particularly strong.
This financial motivation often
outweighs concerns about
security risks, leading to higher
engagement with potentially
dangerous platforms.

28 Introduction
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Additionally, the level of digital literacy varies
widely across the population, with many users
lacking awareness of the cybersecurity risks
associated with these sites, such as malware,
phishing, and data theft. The prevalence of
mobile device usage in the Philippines, coupled
with limited access to robust cybersecurity
tools, further exacerbates the vulnerability

of consumers. Many users access piracy sites
through smartphones, which may not have
adequate protection against sophisticated
cyber threats. While digital transformation
remains a longstanding government priority*?,
digital literacy sits behind a number of

other comparable ASEAN economies®.

Furthermore, the high volume of internet usage
and social media engagement in the Philippines
provides a rich environment for cybercriminals

to distribute malicious content or launch targeted

attacks*. The widespread use of proxies and VPNs

to access geo-restricted content can also expose

users to man-in-the-middle attacks, where attackers

intercept and manipulate communications.

These factors, combined with the growing
sophistication of cyber threats, make Filipino
consumers prime targets for attacks related to
digital piracy. The reliance on digital piracy sites

not only puts their personal information and devices

at risk but also exposes them to financial fraud,
identity theft, and other forms of cybercrime?.

%
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What are the protective
factors in terms of
cyber policy and
regulatory responses?

Protective factors in terms of cyber policy and regulatory
responses for Filipinos concerning digital piracy include
several key initiatives and legal frameworks aimed at
reducing the risks associated with cyber threats.

IPOPHL’s Rules on Voluntary Administrative
Site Blocking (“Site Blocking Rules” -
Memorandum 23-025)*: An expedited
approach to voluntary administrative site
blocking for ISPs, including site blocking
using DNS, IP addresses, URLs, or any
other technical means for preventing access
to piracy websites. For piracy sites hosting
malware and other cyber threats, these

new rules provide a high level of consumer
protection. However, the major weakness

is the voluntary nature of the control.

Cybercrime Prevention Act of 2012 (Republic
Act No. 10175)#": This law is a cornerstone of
the Philippines’ efforts to combat cybercrime,
including those related to digital piracy.

It provides a legal basis for prosecuting
cybercriminals and offers protection to users
by criminalizing a wide range of cyber offenses,
such as hacking, identity theft, and the spread
of malicious software.

National Cybersecurity Plan 2022%;

The Philippines has implemented a comprehensive
cybersecurity strategy that emphasizes the
protection of critical infrastructure, government,
and private sector networks. This plan also
promotes awareness and education on
cybersecurity among the public, including

the risks associated with digital piracy.

4.

Intellectual Property Code of the Philippines
(Republic Act No. 8293)*: This law, which

has been updated to address the challenges
of the digital age, aims to protect intellectual
property rights. It includes provisions for
combating online piracy, with enforcement
mechanisms that target illegal streaming

sites, P2P networks, and other platforms

that distribute pirated content.

House Bill 7600%°, Senate Bills 21505, 2385%,
2645, and 2651: Legislative measures aimed at
strengthening the country’s intellectual property
protections, moving beyond the voluntary

site blocking measures described above. The
IPOPHL would have greatly expanded powers
to block access to piracy sites, and thereby
protect consumers from cybersecurity threats
operating from those sites.
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These protective factors work together to create

a safer digital environment for Filipinos by reducing
the prevalence of digital piracy and mitigating

the associated cybersecurity risks.

While challenges remain, these policies and SUMMARY OF STUDY AIMS

regulatory responses represent significant steps

toward protecting consumers from the dangers Considering the consumer threat model, economic
linked to illegal online activities. While House factors, cybersecurity risks, and legislative

Bill 7600 has passed, the Senate Bills are protections, a key missing element in the broader
awaiting passage as of October 2024. debate is being able to quantify the cybersecurity

risks for Filipino consumers from accessing piracy
sites. Using a methodology that has been peer
reviewed and utilized across a range of countries,
this report presents the findings of a cyber risk
quantification study that seeks to answer the
research question — are Filipinos exposed to
greater cybersecurity risk from visiting piracy
sites, when compared to popular mainstream
sites, and if so, how much greater is the risk?

32 Introduction Consumer Risk from Piracy in the Philippines 33



%

Section | 00, 01,

03,

04,

05,

06| —

Methods

02|

34

Methods

%

Consumer Risk from Piracy in the Philippines

35




%

Section | 00, 01, |

05, 06

02

Methods

This study used data relating to the Philippines to evaluate cyber
risks linked to piracy websites. The assessment utilized VirusTotal,
a Google-owned tool that scans websites for various threats
including malware, phishing, and spam content.

36 Methods

VirusTotal’s effectiveness stems from its ability to
cross-reference data from over 90 antivirus vendors
and execute potentially harmful code in a controlled
environment. This tool played a crucial role in
establishing risk metrics, including threat encounter
probabilities, which were compared against the
most popular mainstream sites for Filipinos.

The Alliance for Creativity and Entertainment
(ACE)® provided a list of piracy and fraudulent
websites popular in the Philippines, offering
unauthorized film and TV content. ACE compiled
this list using data from copyright removal requests,
site blocks in various countries, and other credible
sources. Specific samples were selected from this
list for analysis.

To ensure a valid comparison, a control sample
consisting of the 30 most popular legal film/

TV sites in the Philippines was also evaluated,
using data from SimilarWeb from May 2024.

Each sample group contained 30 sites, allowing
for reliable population inferences using sample
standard deviation to calculate standard error.
This methodology ensured representative samples
and an experimental design with proper controls.

Data samples representing specific categories were
analyzed during August 2024 based on consumer
website visits in the Philippines.

These samples were organized as follows:
The top 30 IPTV Subscription Service sites
The top 30 streaming piracy sites
The top 30 P2P piracy sites
The top 30 proxy sites
The top 30 fraudulent piracy sites

During the study period, the “Top 30” designation
referred to the most frequently visited sites in the
designated category. This approach aligns with
the Pareto Principle, which suggests that a small
number of sites likely account for the majority

of user traffic®.

It’s important to note that the fraudulent piracy
sites, as independently verified by ACE, did not
actually host any pirated content. This distinction
between genuine piracy sites and fraudulent ones
was deemed crucial for the study. These fraudulent
sites operate by deceiving users into purchasing
expensive subscriptions after obtaining their credit
card information, rather than providing any actual
content. While all unauthorized content sites

carry inherent risks, the expectation was that
these fraudulent platforms may present an even
higher level of danger due to their intentionally
deceptive nature.
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The study analyzed 180 website URLs across

six categories: IPTV Subscription Services,

Top 30 Streaming, Top 30 P2P, Top 30 Proxy, Top 30
Fraudulent, and Control. These were submitted to
VirusTotal®® for evaluation.

The results were systematically organized into
six cyber risk categories:

1. Malicious: Sites confirmed by human
assessment to contain cyber threats.

2. Suspicious: Sites flagged by machine detection
as potentially harboring cyber threats.

3. Malware: Sites distributing malicious software.

4. Phishing: Sites designed to illicitly obtain
user credentials.

5. Spam: Sites used for unsolicited emails,
pop-ups, or automated commenting.

6. Not Recommended: Sites potentially
distributing unwanted software.

These classifications are based on reports from
over 90 partners, including major cybersecurity
threat detection companies. This collaborative effort
aims to identify websites actively involved in cyber
threat dissemination. Each detection company
reports only one category per site, reflecting their
assessment of the site’s primary risk.

40
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Worst Case
and Best Case
Likelihood Scenarios

In our analysis, we provide both worst-case

and best-case likelihood estimates based on
independent reports from various antivirus vendors
on VirusTotal. Since each vendor uses different
definitions and maintains proprietary threat
databases, the best-case estimate conservatively
assumes that all vendors are detecting the same
malware sample. In contrast, the worst-case
estimate assumes that each detection is of

a different sample. Although most detections appear
to be distinct, we present this range for clarity.

Tables 1 and 2 show the worst-case and
best-case scenarios for P2P, streaming, fraudulent
sites, and a control group in the Philippines®.

The worst-case scenario estimates suggest that
the likelihood of encountering a cyber threat

is 2.20 on Top 30 P2P sites, 2.13 on Top 30
streaming sites, 1.07 on IPTV sites, 1.90 on Top 30
proxy sites, and 2.00 on Top 30 fraudulent sites,
with control sites showing a likelihood of 0.13. In the
best-case scenario, P2P sites have a likelihood of
1.43, streaming sites 1.27, IPTV sites 0.67, proxy
sites 1.03, and fraudulent sites 1.03, with control
results remaining consistent in both cases.

In simpler terms, when the likelihood is greater
than one, it means consumers are likely to
encounter at least one cyber threat. By comparing
these findings to a control group of the most
popular 30 legal film/TV sites in the Philippines,
we can see just how elevated this risk is.

For instance, a likelihood of 2.20 means that
for every piracy site visited, a consumer is
exposed to an average of 2.20 cyber threats,
which is very high. Essentially, each visit to

a piracy site exposes users to multiple threats
— a pattern consistent across all types of site.

Regarding IPTV, this analysis only examined

the landing pages of IPTV subscription services,
not the service itself, as malware could also be
present in the software used for these platforms.
Previous research has indicated that the software
used in IPTV set-top boxes is often pre-loaded with
malware in multiple markets, including Europe®,
the United States®® and Singapore®. It is possible
that once consumers pass through the landing
page into a subscription environment, the specific
risks may be different, or more or less frequent.

In summary, if the likelihood is above one,
consumers are expected to encounter at least
one cyber threat on average. To quantify how
much greater this risk is compared to normal
browsing, we used a control group of the most
popular 30 legal film/TV sites in the Philippines.
Table 3 shows that the relative risk of encountering
a cyber threat is 33.00 times higher for P2P sites,
32.00 times higher for streaming sites, 30.00
times higher for fraudulent sites, 28.50 times
higher for proxy sites, and 16.00 times higher

for IPTV sites. This means that using piracy sites
or services in the Philippines exposes consumers
to significantly higher risks of cyber threats.
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Table 1 — Worst-case scenario - Average likelihood of all cyber threats Table 2 - Best-case scenario - Average likelihood of all cyber threats
lllegal IPTV lllegal IPTV
Country N Detections Likelihood Country N Detections Likelihood
Philippines 30 32 1.07 Philippines 30 20 0.67
Streaming Streaming
Country N Detections Likelihood Country N Detections Likelihood
Philippines 30 64 2.13 Philippines 30 38 1.27
P2pP p2p
Country N Detections Likelihood Country N Detections Likelihood
Philippines 30 66 2.20 Philippines 30 43 1.43
Proxy Proxy
Country N Detections Likelihood Country N Detections Likelihood
Philippines 30 57 1.90 Philippines 30 31 1.03
Fraudulent Fraudulent
Country N Detections Likelihood Country N Detections Likelihood
Philippines 30 60 2.00 Philippines 30 31 1.03
Control Control
Country N Detections Likelihood Country N Detections Likelihood
Philippines 30 2 0.07 Philippines 30 2 0.07
Table 3 - Relative Risk Calculation
Worst Case Scenario
Country lllegal IPTV Streaming P2P Proxy Fraud Average
Philippines 16.00 32.00 33.00 28.50 30.00 27.90
Best Case Scenario
Country lllegal IPTV Streaming P2P Proxy Fraud Average
Philippines 10.00 19.00 21.50 15.50 15.50 16.30
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What regulatory reforms could
reduce cyber risk?

How could law enforcement
be better resourced?

How could consumer awareness
and education reduce cyber risk
in relation to piracy sites?
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Discussion

The findings of this study
reveal a significantly high risk
of encountering cyber threats
when using digital piracy
services in the Philippines.

In the worst case scenario, a consumer visiting

the Top 30 P2P piracy sites would face exposure
to 66 cyber threats in total, with a relative risk of
33.00 compared to mainstream websites. Similar
rates were observed for Streaming sites (66 threats,
relative risk of 32.00), and scam sites (60 threats,
relative risk of 30.00). By assessing this relative risk
against a baseline level of cyber risk from visiting
any website, we can quantify the increased danger
associated with accessing digital piracy sites.
Implementing faster and more comprehensive
blocking of these sites could lead to a substantial
reduction in overall cyber risk in the Philippines,
especially given the already elevated threat

levels, as per SB 2385, SB 2150 and HB 7600.

We offer several policy recommendations for Filipino
authorities to consider in their efforts to further
reduce cyber risks for consumers, particularly for
the many who are likely to be teenagers or younger.
Based on the evidence in this report, the most
crucial reform would be to introduce administrative
site blocking, allowing for the transparent and timely
blocking of a select number of high-risk websites.

46

Summary

Filipino consumers are at very heightened
cybersecurity risk when they visit piracy
sites. These sites also damage the Filipino
creative sector. Legislative change is underway
that, in combination with existing voluntary
measures and cybersecurity strategies, will
further protect Filipino consumers, and lay
the foundations for economic growth arising
from an environment in which cybercriminals
are prevented from making illicit gains by
stealing the identities of those consumers.

What regulatory
reforms could
reduce cyber risk?

Given the urgency of “zero day” cyber threats,
timely and proportionate actions are essential to
mitigate the risks to consumers from infections

or exploitation. This underscores the importance
of passing Senate Bills 2150 and 2385, as their
provisions for rapid compliance with directives from
IPOPHL will help minimize the impact of zero-day
attacks on consumers. In summary, the Philippines
should move from the current voluntary scheme

to a mandatory, rapid scheme, with appropriate
checks and balances to prevent overblocking.

Reducing cyber risks in the Philippines, particularly
those arising from digital piracy requires

a multifaceted approach combining regulatory
reforms, collaboration, and technological
advancements. Refining national regulations

to align with global standards could strengthen
the country’s overall cybersecurity stance, while
specifically addressing increased risks due to
piracy. Additional national cybersecurity planning
could address emerging threats, clearly define
responsibilities, and establish measures for
protecting critical infrastructure and sensitive

data that may be affected by proxies and VPNs
that could introduce threats behind corporate or
government firewalls. Further developing voluntary
data breach notification requirements would
promote prompt incident reporting, allowing for
faster response and mitigation efforts, especially
where these are piracy-related.

Enforcing cybersecurity standards across

critical infrastructure sectors and encouraging
organizations to obtain cybersecurity certifications
that reflect industry best practices can also help
reduce sector-wide cyber risks arising from piracy.
Organizations should be mandated to develop
and regularly test incident response plans to
ensure they are prepared to respond swiftly

to cyber incidents originating from consumers
visiting piracy sites. Additionally, addressing
supply chain security through regulation, by
requiring organizations to assess and manage the
cybersecurity risks associated with their suppliers
and service providers, is crucial. Organizations
should be encouraged to evaluate and monitor
the cybersecurity practices of their vendors and
partners to further safeguard their operations, with
specific guidance provided in relation to malware
threats arising from piracy.

Discussion
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Addressing cyber threats from piracy sites

in the Philippines requires a comprehensive
approach that integrates legal, technological,

and collaborative efforts to ensure that law
enforcement is well-equipped. Establishing
specialized cybercrime units within law enforcement
agencies, focused on combating online piracy

and related threats, is essential.

These units should be provided with advanced
training in digital forensics, cybersecurity, and
intellectual property enforcement. Additionally,
ongoing capacity building and training programs
are crucial, as cyber threats constantly evolve.
Law enforcement personnel must stay updated
on the latest trends, investigative techniques,
and digital tools to respond effectively®.

Investing in the necessary technological
infrastructure is also vital for enabling law
enforcement agencies to conduct thorough

digital investigations and respond to cyber threats.
This includes access to tools for digital forensics,
data analysis, and collaboration platforms.
Enhancing the capability to handle digital evidence,
ensuring its admissibility in court, and training law
enforcement officers in preserving and presenting
this evidence during legal proceedings are critical
components of this effort.

Supporting victims of cybercrime through
strengthened mechanisms and establishing
user-friendly reporting systems can also

expedite the investigation and response to cyber
threats. Encouraging prompt incident reporting
from individuals and businesses will enhance

law enforcement’s ability to take swift action.

An innovative approach could involve implementing
a one-click reporting tool that allows consumers
to flag cyber threats encountered on piracy sites,
capturing crucial digital evidence and preserving
it for enforcement action. For such innovations to
be effective, incident response and triage systems
must be in place, along with administrative site
blocking to quickly mitigate identified threats.

By integrating these strategies, the Philippines
can better prepare its law enforcement agencies
to tackle the cyber threats posed by piracy sites.
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50 Discussion

Raising consumer awareness and education is
crucial in mitigating the cyber risks associated
with piracy sites in the Philippines. By educating
consumers, particularly teens and pre-teens, about
the dangers of engaging with piracy sites and
encouraging responsible online behavior, they can
make more informed choices. While noting the
important emphasis on effective cybercrime
prevention through the Cybercrime Prevention
Act (2012)%", an effective action plan specifically
related to consumer education should include

the following strategies:

+ Inform consumers about the various risks linked
to piracy sites, including exposure to malware
and phishing attacks. The information should
stress the dangers of downloading or streaming
content from unauthorized sources, and train
people how to identify legitimate sources.

+ Highlight the increased risk of malware
infections and other cyber threats that
piracy sites pose. Consumers need to
understand that these sites often harbor
malicious software, putting their devices
at risk of ransomware, identity theft, credit
theft, spyware, and sextortion.

04

+ Raise awareness about phishing tactics
frequently used by cybercriminals on piracy
sites. Consumers should be vigilant about
sharing personal information, such as login
credentials or financial details, on suspicious
websites. Consideration should be given
to population-wide training on how to spot
phishing sites, especially as several piracy
sites in this study were identified as also
operating as phishing sites.

+  Provide guidance on safe online practices, such
as the importance of keeping software and
antivirus programs up to date, and the dangers
linked to piracy sites and services.

+  Promote the use of legitimate streaming
services and official content distribution
platforms to reduce exposure to cyber threats.

+ Incorporate digital literacy programs into
educational curricula and public awareness
campaigns. Equip individuals with the skills
and knowledge needed to safely navigate the
digital landscape, identify potential threats, and
make informed decisions. The Philippines ranks
comparatively low on privacy awareness skills
compared to other ASEAN nations®.

+ Launch public awareness campaigns to educate
consumers about the risks associated with
piracy sites. Utilize various channels, including
social media, educational institutions, and
government initiatives, to spread information
and encourage responsible online behavior.

+  Work with Internet Service Providers (ISPs)
who can help educate their subscribers
about the associated risks.

+ Integrate cybersecurity concepts into media
literacy programs to help individuals critically
evaluate online content sources and understand
the potential risks of consuming content from
unverified platforms.

Implementing these strategies aligns with
the broader objectives outlined in the
National Cybersecurity Plan 2022, and
further protects consumers.
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Cyber threat category results — Worst-case scenario Cyber threat category results — Best-case scenario

P2P 44 2 17 3 0 0 P2P 26 2 12 3 0 0
Streaming 33 0 27 4 0 0 Streaming 17 0 17 4 0 0
IPTV 19 0 5 8 0 0 IPTV 12 0 5 3 0 0
Scam 39 9 5 6 1 0 Scam 18 4 4 4 1 0
Proxy 49 0 6 2 0 0 Proxy 23 0 6 2 0 0
Control 0 1 0 0 0 1 Control 0 1 0 0 0 1
50 50

40 40

30 30

20 20
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